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Merre tovább “Security”?
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Adversaries are “creative”

BRKSEC-2886

Malicious code embedded in UEFI firmware Link

An ‘employee” of the month’  +50% salary
pen-tester were not aware that they are hacking for real
Negotiators – 0.5%-1.00% commission
Employee referral program, with bonuses

How can we 
handle these 

attacks?

Nvidia, Samsung, MS, EA Games, Ubisoft’s services, 
Okta. src:zdnet.com

2

Hackers breached Microsoft to find out what 
Microsoft knows about them

https://www.noypigeeks.com/computers/gigabyte-motherboard-firmware-backdoor/
https://www.zdnet.com/article/who-are-lapsus-and-what-do-they-want/
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Teljeskörű Biztonsági Állapot. Hol Állsz Most?

0 1 2 3 4 5 6 7 8 9 10

Security nirvanaI do not believe in 
security

easy

Purple Teaming
Cyber Deception
Threat Hunter
Detection Engineer
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easyeasy



Actionable threat intelligence Collective responses Comprehensive visibility Signal identification Threat research & analysis

ZERO TRUST

Client/Device Security + =Threat Intel 

Anti-virus/
Anti-malware

Cloud 
managed

Continuous 
trust

Mobile device 
management

Email, Phishing, SPAM, BEC, 
DLP, content filtering

Digital experience 
monitoring 

Host FWPosture Telemetry/
Visibility

Query PasswordlessRisk-based 
MFA

DNS-layer
security

Endpoint detection & 
response

Secure 
Web

VPN Device
trust

In the Office/Managed Location
Catalyst | DNAC | ISE | Meraki | Secure Firewall

Secure Network Analytics | Web Appliance

Segmentation ProfilingThreat 
mitigation

Security analytics 
& logging

Application
network gateway

Configuration 
orchestration

Content 
filtering

Encrypted 
visibility

Identity/
pxGrid Cloud

Network 
access control

Network 
security 
analytics

NGFW

Group tag 
classification

NGIPS

TLS
decryption

DNS-layer
security

Cloud access 
security broker

FWaaS Secure web 
gateway

Data loss 
prevention

Remote 
browser
isolation

Zero Trust 
Network Access

Cloud 
malware 
detection

RAaaS

Tenant 
restrictions

Browser 
access
control

Identity/
posture

Workload, Application, and Data Security
HYBRID MULTI-CLOUD: ACI | Cloud Insights | Panoptica | Radware | Secure Application | Secure Endpoint  | Secure Firewall | Secure Cloud Analytics | Secure Workload

Cloud 
analytics

Anti-virus/
Anti-malware

API security App 
discovery

Cloud Native 
Security

Cloud Posture 
Management

DDoS, 
WAF/Bot

Identity/
pxGrid

Micro/Macro 
Segmentation

Run-time 
application

Telemetry Threat 
mitigation

Visibility

SASE/SDWAN
Meraki | Secure Firewall
ThousandEyes | Viptela 

VisibilitySegmentation

Analytics Application 
performance 
optimization

Cloud 
based 

orchestration

Cloud 
OnRamp

Digital 
experience 
monitoring

IPSec VPN Integrated 
security

Middle 
mile

optimization

Group tag 
propagation

Industrial Threat Defense
DNAC | CyberVision | Industrial Networking 

ISE | Secure Firewall | Secure Network Analytics 

Anomaly 
detection

Compliance Identity/
pxGrid

Group tag 
classification 

Ruggedized Threat 
mitigation

VisibilitySegmentation

Referencia Architektúra – Zero Trust

SASE / Secure Service Edge
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Referencia Architektúra – Zero Trust



Az XDR megoldás előnyei

How good are we at 
detecting attacks early?

Where are we most 
exposed to risk? Are 

we prioritizing the attacks 
that represent the largest 
material impacts to our 

business?

How quickly are we able 
to understand the entry 
vectors and full scope of 

attacks?

How fast can we confidently 
respond? How much can 
SecOps automate? Are 

we improving our time to 
respond?

Do we have full visibility into 
all our assets? 

Can we reliably identify a 
device and who uses it?

Detect Sooner1

Prioritize by Impact3

Accelerate Response5

Extend Asset Context 2

Reduce Investigation Time 4



A “motorháztető” alatt
Extended Detection Response 

Network

Endpoint

Email

Identity

Firewall

Cloud
Behavioral Analytics

Anomaly Detection

Incident Prioritization

Attack Chaining

Incident Creation

Automatic Enrichment

Cross domain alert detections and attack 
chaining with automated incident 

prioritization and enrichment 

Guided Playbooks

Automated Workflows

Rapid Containment

Pivot Menu Actions

Automated or user triggered responses 
to block observables using any integrated 

technology

Multi-vector telemetry ingest network, 
cloud, endpoint, email, and more from 

Cisco and 3rd party

Solution Agnostic

Raw Telemetry 

Events

Threat Intelligence

Enrichment

Device Context

User Triggered

Incident Triggered

Scheduled

Automation Rules

Amazon
GuardDuty

Microsoft Defender
For Endpoint



Incidensek kontextusba helyezése

• XDR incidents are automatically 
enriched when they are created.

• Enrichment uses Cisco integrations, 
third-party integrations, public 
intelligence, private intelligence, and 
endpoint data to add context to 
incidents.

• Judgments are automatically 
provided to analysts to help them 
make more informed incident 
response decisions with fewer steps.



Incidens nyomozásának részlete, folyamata
Progressive reveal of details

Rich incident details

Looking into an incident is a progressive 
experience where the relevant data is 
revealed as needed without overwhelming 
the SOC analyst.

Incidents are enriched with data, such as assets, 
indicators, and observables, from multiple sources. 
Associated MITRE ATT&CK tactics and techniques 
are displayed and factored into the incident priority 
score.

MITRE ATT&CK Mapping

Incidents are mapped to MITRE ATT&CK 
framework Tactic categories to highlight 
which attack stages the detections fall 
under, providing a quick view and link to 
a common language for the SOC
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Cisco Secure Access
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* Included in the unified experience / separate license (optional)

CSPM

Firewall as a 
Service (FWaaS) 
and IPS

Secure Web 
Gateway 
(SWG)

Cloud Access 
Security 
Broker (CASB) and 
DLP

Zero Trust 
Network 
Access (ZTNA)

Cisco delivers the core and more in a single subscription…

Core SSE

DNS
Security

Remote 
Browser 

Isolation*

Multimode 
DLP

VPN as a 
Service

SandboxAdvanced 
Malware 

protection

Talos Threat 
Intelligence

Digital 
Experience 

Monitoring*

Add-on solutions

SD-WAN XDR DUO MFA/
SSO
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Architektúra kialakítása
Cisco Secure Access
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Breakout (unmonitored internet and trusted SaaS)

Public Applications

Private Applications

Clientless Access

ZTNA Private 
Applications via App 
Connector or 
Backhaul VPNPublic Applications

DC/Colo/
Branch

Unified Dashboard

• Identity and Continuous 

Posture-based Controls

• Single SLA

• Single Policy

• Magnetic Design System

POPs in Public Cloud and Cisco Edge Data Centers

Internet/SaaS

Public/Private 
Cloud

On Premise,
Users, Devices 

& Things

Managed 
Endpoint

Unmanaged

Private Applications SD-WAN

Secure Access

Unified Security

• Single data path

• Consistent inspection for all 

traffic

• Flexible ingress/egress 

connectivity

Internet Traffic

Private Traffic

Secure Tunnel

How WhatWho
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Architecture Detail
Who (is accessing)– Users & Devices
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Users

Unmanaged Endpoint

Managed Endpoint

Cisco Secure Client
→ Anyconnect VPN
→ ZTNA Module

Third Party
→ Web Browser

VPN

ZTNA

ZTNA

Anyconnect VPN
→ Authentication & Posture @ Connect time
→ TLS Tunnel
→ Carry Internet & Private Traffic (all ports)
→ SAML, (+) Cert, &  (+) Multi-Cert Authentication

ZTNA Module
→ Authentication & Posture per connection
→ QUIC tunnel (MASQUE proxy)
→ Carry Private Traffic (All ports & protocols)
→ SAML Auth + Auto re-new

Web Roaming Module
→ Device Enrollment (profile)
→ Carry Internet Web Traffic (80/443)

Web

Clientless ZTNA
→ Accessible from any browser that supports 
SAML/Cookies
→ Request based posture (geolocation, browser 
version, OS)
→ Web Apps Only
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Secure Internet Access 
Onsite User – Unmanaged Devices

Secure Internet Access

Device requests web application

SAML to validated identity (if supported)

FWaaS inspects and directs traffic

Web & Security policy evaluated

Establish Connect to web application

1

2

3

4

Web Internet Traffic

Private Traffic
Non-Web Internet Traffic

POPs in Public Cloud and Cisco Edge Data Centers

Secure Access

Auth

Device 
Posture

& Health

MFA
Support

Services
Router

Traffic 
Acquisition

L3/4/7 
FW IPS

Remote
VPN

Service 
Edge1

4

5

CASBSWG DLP

NAT Service 
Edge

Services
Router

Internet/SaaS

Trusted SaaS Bypass

3

IPsec DIA

Branch

SAML Authentication

5

2

14BRKSEC 2285
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Köszönöm a figyelmet!
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